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ARMY IN EUROPE MOBILE DEVICE USER AGREEMENT
(AE Suppl 1 to AR 25-1)
This information may be used to contact a BlackBerry, cell-phone, or smartphone user in the event of a security incident or emergency.
References
Defense Information Systems Agency (DISA) Wireless Security Technical Implementation Guide (STIG).
DOD Chief Information Officer memorandum, subject: Policy on Use of Department of Defense (DOD) Information Systems - Standard Consent Banner and User Agreement, 9 May 2008.
AR 25-1, Army Knowledge Management and Information Technology.
USAREUR Supplement 1 to AR 380-5, Department of the Army Information Security Program.
AE Pamphlet 25-1, Information Technology Support and Services.
Part I  -- Personal Information
1. Last name
2. First name
3. Grade
4. Organization
5. Building
6. Room number
7. Business telephone number
8. E-mail address
Part II  -- Mobile Device User Agreement
The following policies and procedures are to ensure appropriate and economical use of mobile devices: 
STANDARD MANDATORY NOTICE AND CONSENT PROVISION FOR ALL DOD INFORMATION SYSTEM USER AGREEMENTS
By signing this document, you acknowledge and consent that when you access Department of Defense (DOD) information systems --
     ● You are accessing a U.S. Government (USG) information system (IS) (which includes any device attached to this information system) that is provided for U.S. Government authorized use only.
     ● You consent to the following conditions:
        o The U.S. Government routinely intercepts and monitors communications on this information system for purposes including, but not limited to, penetration testing, communications security (COMSEC) monitoring, network operations and defense, personal misconduct (PM), law enforcement (LE), and counterintelligence (CI) investigations.
        o At any time, the U.S. Government may inspect and seize data stored on this information system.
        o Communications using, or data stored on, this information system are not private, are subject to routine monitoring, interception, and search, and may be disclosed or used for any U.S. Government-authorized purpose.
        o This information system includes security measures (e.g., authentication and access controls) to protect U.S. Government interests--not for your personal benefit or privacy.
        o Notwithstanding the above, using an information system does not constitute consent to personnel misconduct, law enforcement, or counterintelligence investigative searching or monitoring of the content of privileged communications or data (including work product) that are related to personal representation or services by attorneys, psychotherapists, or clergy, and their assistants. Under these circumstances, such communications and work products are private and confidential, as further explained below:
            - Nothing in this User Agreement shall be interpreted to limit the user's consent to, or in any other way restrict or affect, any U.S. Government actions for purposes of network administration, operation, protection, or defense, or for communications security. This includes all communications and data on an information system, regardless of any applicable privilege or confidentiality.
            - The user consents to interception/capture and seizure of ALL communications and data for any authorized purpose (including personal misconduct, law enforcement, or counterintelligence investigation). However, consent to interception/capture or seizure of communications and data is not consent to the use of privileged communications or data for personnel misconduct, law enforcement, or counterintelligence investigation against any party and does not negate any applicable privilege or confidentiality that otherwise applies.
            - Whether any particular communication or data qualifies for the protection of a privilege, or is covered by a duty of confidentiality, is determined in accordance with established legal standards and DOD policy. Users are strongly encouraged to seek personal legal counsel on such matters prior to using an information system if the user intends to rely on the protections of a privilege or confidentiality.
            - Users should take reasonable steps to identify such communications or data that the user asserts are protected by any such privilege or confidentiality. However, the user's identification or assertion of a privilege or confidentiality is not sufficient to create such protection where none exists under established legal standards and DOD policy.
            - A user's failure to take reasonable steps to identify such communications or data as privileged or confidential does not waive the privilege or confidentiality if such protections otherwise exist under established legal standards and DOD policy. However, in such cases the U.S. Government is authorized to take reasonable actions to identify such communication or data as being subject to a privilege or confidentiality, and such actions do not negate any applicable privilege or confidentiality.
Part II  -- Mobile Device User Agreement (Continued)
            - These conditions preserve the confidentiality of the communication or data, and the legal protections regarding the use and disclosure of privileged information, and thus such communications and data are private and confidential. Further, the U.S. Government shall take all reasonable measures to protect the content of captured/seized privileged communications and data to ensure they are appropriately protected.
        o In cases when the user has consented to content searching or monitoring of communications or data for personnel misconduct, law enforcement, or counterintelligence investigative searching (i.e., for all communications and data other than privileged communications or data that are related to personal representation or services by attorneys, psychotherapists, or clergy, and their assistants), the U.S. Government may, solely at its discretion and in accordance with DOD policy, elect to apply a privilege or other restriction on the U.S. Government's otherwise-authorized use or disclosure of such information.
        o All of the above conditions apply regardless of whether the access or use of an information system includes the display of a Notice and Consent Banner ("banner"). When a banner is used, the banner functions to remind the user of the conditions that are set forth in this User Agreement, regardless of whether the banner describes these conditions in full detail or provides a summary of such conditions, and regardless of whether the banner expressly references this User Agreement.
USER RESPONSIBILITIES
This agreement pertains to the end users of mobile devices issued either permanently or temporarily, except for classified devices (that is, secure mobile environment (SME) portable electronic devices (PEDs)). For clarification, a mobile device is defined as the combination of an active Subscriber Identity Module (SIM) chip with either a cell phone, personal digital assistant (PDA), smartphone, or BlackBerry handset. This agreement also covers Universal Mobile Telecommunications System (UMTS) cards. UMTS cards are used for mobile computers and tablets. For added clarity, a smartphone is defined as a mobile phone built on a mobile operating system (OS).
     ● Users will not install any unauthorized software or hardware, or introduce any unauthorized code, Trojan horse programs, malicious code, or viruses.
     ● If classified devices are used for remote access from an alternative worksite, the remote user will adhere to DOD policy (for example, facility clearances, data protection, storage of the device).
     ● Users will safeguard a mobile device's electronic data from unintentional exposure to the public. They will safeguard their mobile device when in transit, not leaving it unattended, and appropriately store it when not in use.
     ● Users will not process, send, receive, or use classified data on smartphones.
     ● DOD smartphones will not be used to connect to public or hotel hotspots.
     ● iPhone users should select “Forget this Network” while still in physical range. (This prevents an iPhone from automatically joining networks later that may share the same Service Set Identifier (SSID). The user will not be able to “forget” individual networks when out of range and will have to reset all network settings.)
     ● If the designated approving authority (DAA) has approved the use of personally owned PEDs, the owner must sign a forfeiture agreement in case a security incident occurs.
     ● Government-owned hardware and software will be used for official duties only. Only authorized individuals will use Government-issued mobile devices.
     ● Mobile-device users can be held responsible for damages caused to Government systems or data by negligence or willful acts.
     ● Required actions must be taken when a mobile device is lost or stolen.
     ● Only approved Bluetooth headsets and hands-free devices will be used; otherwise, use of Bluetooth is not authorized
     ● Mobile-device users must agree to complete required device training annually.
     ● At least once a year, users will physically present their mobile devices and accessories to their telephone control officer (TCO) for an inventory review and to sign a new user agreement.
     ● By signing this agreement, smartphone users agree that they will obtain authorization to access a DOD network with a remote-access device and complete training provided by their information assurance officer (IAO) on the following topics before remotely accessing a DOD network:
        - Maintaining physical control of the device.
        - Reducing exposure of sensitive data.
        - Backing up data frequently.
        - User authentication, antivirus, personal firewall, and content-encryption requirements.
        - Enabling wireless interfaces only when needed.
        - Enabling Virtual Private Network (VPN) connection to the DOD network immediately after establishing a wireless connection.
        - Browsing the Internet only through the VPN connection to the DOD network.
        - Prohibition of split-tunneling of VPNs.
        - Locations where wireless remote access is not authorized (for example, at home, in airports, in hotels).
        - Wireless-client configuration requirements.
        - Use of WPA2-Personal (Advanced Encryption Standard) network access on home wireless local area networks (WLANs).
        - Home WLAN password and SSID requirements.
        - Discontinuing the use of devices suspected of being tampered with and notifying the site IAO.
Part II  -- Mobile Device User Agreement (Continued)
Incident Reporting
Mobile-device users will immediately report any indication of computer network intrusion, degradation or interruption of wireless access service, or compromise of data or file access controls to the Enterprise Service Desk (ESD) at DSN 119.
Users will report lost or stolen mobile devices immediately to the TCO during duty hours or to the Theater TCO (0162-296-0196) after duty hours.
If smartphones are lost or stolen, users will contact the ESD at DSN 119 so that the data feature can be turned off at the server to prevent unauthorized e-mail access.
USAREUR REQUIREMENTS
The use of mobile devices results in high costs to the U.S. Government. Management control over active SIM chips is therefore required.
Mobile devices incur high roaming fees when used outside the geographic area where the service was registered; therefore, users will not take mobile devices on temporary duty (TDY) that lasts more than 2 weeks, nor will they take mobile devices on vacation.
When users are scheduled to deploy, they will return mobile devices to the unit TCO before deploying. Exceptions may be approved by the USAREUR G3.
Mobile devices will not be used --
     ● For other than official Government business. Private use is prohibited.
     ● As the primary means of communication on post, in garrison, or in a facility where other less costly means of communication exists (for example, DSN, official commercial telephone). Personnel should always use the least expensive means of communication.
     ● For health, morale, and welfare calls or personal browsing.
     ● For out-of-country (international) calls, unless the time, location, or other circumstances do not permit the use of other telephone services.
     ● For transmitting and receiving data when less costly systems are available. These devices will not be used for GPS purposes even during official trips.
     ● In areas where prohibited by local law or regulation (for example, some healthcare facilities).
Personnel are prohibited from using Government-issued cell phones while driving unless a hands-free feature has been installed in the vehicle. Additionally, any form of SMS texting is prohibited while driving.
Users will be held liable for the cost and roaming charges for personal calls initiated or received outside their geographic area of service coverage.
Users will be held liable for any unauthorized calls made on an assigned wireless device, even if the call was made by another individual.
The user must be aware of additional costs, such as roaming fees or the cost for downloading attachments.
When a user prepares to depart a unit or position, the user must return the cell phone or BlackBerry to the unit TCO. The user will not pass the device to another individual.
Wireless devices must not be allowed in permanent, temporary, or mobile Sensitive Compartmented Information Facilities (SCIFs), unless approved by the SCIF Cognizant Security Authority (CSA) in accordance with Intelligence Community Directive 503 and Director Central Intelligence Directive (DCID) 6/9, the DAA, and the site Special Security Officer (SSO).
Users must receive proper training on the handling of wireless devices in SCIFs.
Wireless devices must not be operated in areas where classified information is electronically stored, processed, or transmitted, unless required conditions are established and enforced.
Part III  -- Special Instructions
Part IV  -- Point of Contact (POC) Information
● This form will be maintained at the unit or higher TCO level as per local unit policies with a copy furnished to the user.
● The POC for this agreement is your unit or Master TCO.
● To report problems or ask questions, contact the following:
    1. Unit TCO or Master TCO, as applicable.
    2. Enterprise Service Desk: DSN 119.
    3. USAREUR TCO: DSN 537-6142.
    4. Theater TCO: DSN 337-8324 or 0162-296-0196.
By signing this user agreement,
I am acknowledging that I accept and will abide by all the terms and conditions described above.
Date signed (YYYYMMDD)
Signature of user
Telephone Control Officer (TCO)
Device Information
SIM card number
Telephone number
PIN
PUK number
CAC serial number (if applicable)
Handset type
Handset serial number
Date issued (YYYYMMDD)
Date returned (YYYYMMDD)
Name and grade of TCO
Date signed (YYYYMMDD)
Signature of TCO
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